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My First line of Defense



 

Making Things Secure

 Router Security
 Anti-Malware Programs
 Browser Security
 Internet Searching



 

Router Security

 Router is First Line of Defense
 Router typically needs setup

–Sticker to get started
– Instructions in box
–Search Internet



 

Router Security

 Fios Router



 

Router Security

 Netgear Router 



 

Router Security

 Change Login to Router
 Change Wireless Login
  Change Security to WPA2



 

Router Security

● Login to Router via Browser 
● URL is 192.168.1.1



 

Router Security

● Main Screen



 

Router Security

● Change Router Login



 

Router Security

● Change Wireless Login



 

Router Security

● Change Security Settings - WPA2



 

Anti-Malware Programs

 Anti-Virus
 Malware - removal



 

Anti-Virus

 Free – manual update
 Cost – auto update



 

Anti-Virus – paid

PC Mag July 20, 2016



 

Anti-Virus - free

PC Mag July 20, 2016



 

Malware Removal

 Malwarebytes
– Get from 

www.malwarebytes.com

 RogueKiller
– Get from 

http://www.majorgeeks.com

http://www.malwarebytes.com/


 

Browser Security

 Remove Add-ons
 Remove Toolbars



 

Remove Add-ons

 Internet Explorer

– Tools->Manage Add-ons

– Toolbars and Extensions, Search 
Providers & Accelerators

 Firefox

– Tools-> Add-ons

– Extensions & Plugins



 

Remove Toolbars

 Internet Explorer & Firefox
– View->Toolbars

• Uncheck all Unused Toolbars



 

Toolbars

 Revo Uninstaller
– Remove all “Toolbars” you did not install

• Ask

• Conduit

• Google

• Babylon

• ...



 

Searching Internet

 Use URL if you know it
 Look for “Official Site”
 Review results carefully



 

Safe Download Sites

– http://www.majorgeeks.com

– http://filehippo.com

– Download.com (http://download.cnet.com)

http://www.majorgeeks.com/
http://filehippo.com/
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